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What am I going to talk about?

• People – Processes and Technology

• Overview of WVD and Azure

• Plan properly and understanding the limitations

• Assessment of enviroment

• Azure Monitor and Kusto is your friend!

• Building a secure foundation

• Rebuild and Rehost WVD

• How do plan and do an Migration?

• How to operate and govern
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So let’s move to WVD!

Existing VDI 

Platform
Windows Virtual 

Desktop

Steps
▪ Plan

▪ Assess

▪ Build foundation

▪ Migrate/Rebuild/Extend

▪ Operate & Govern



Some prerequisites

• Understand the state you are coming from
• Existing VDI Solution - Technology

• Management & Operations – Process

• Knowledge and Expertise – People

• WVD is one part of the big picture
• End-user requirements – Devices, Peripherals and Working Patterns

• End-user endpoints – Domain Join or Azure AD Based

• Workloads – Power Users or Office Workers

• Supporting Services - Print, Fileshares, Office 365, Security, VPN

• Workloads requirements – Applications and Data(bases)

• Compliance
• Metadata - stored in the US coming to EMEA Q1 2021



Understanding the destination

=

End-user Experience

Client to Service/Application Service/Application to Database/Data

Can’t fix lightspeed! But you can still optimize traffic flow

Virtual Desktop Experience Estimator

https://azure.microsoft.com/en-us/services/virtual-desktop

/assessment/#estimation-tool

https://azure.microsoft.com/en-us/services/virtual-desktop/assessment/#estimation-tool


Investing into an Ecosystem

• There are a lot of «moving» parts

• Azure: 1,200 changes each year

• Microsoft 365: Close to 1,000 changes each year



So what do I need to start using WVD?

One of following licenses

• Microsoft 365 E3/E5

• Microsoft 365 A3/A5

• Microsoft 365 F3

• Microosft 365 Business Premium

• Windows 10 Enterprise E3/E5

• Windows 10 Education A3/A5

• Windows 10 VDA Per User

Other requirements

• Azure Tenant (CSP/EA/Pay-as-you-go)

• Azure Subscription

• Azure Active Directory

• Azure AD Connect

• Admin Accounts

• Domain join

• Azure Subscription

• Azure Active Directory



A Steep learning curve into new technology….
Functionality From To

Hypervisor VMware / Hyper-V Microsoft Azure

VDI delivery platform Citrix Virtual Apps and Desktop Windows Virtual Desktop (WVD)

Image provisioning PVS / MCS / Linked Clones / Static Machines Azure Image Builder 

Network Security 3.Party NVA Azure Firewall

VPN / Converged Network 3.Party service and/or SD-WAN Capability Azure Gateway / Azure Virtual WAN

SMB File Storage Hyperconverged Storage, Windows File Server Azure Files / Azure NetApp Files

Remote Access Citrix Gateway / VMware Gateway WVD Gateway

VM based Backup 3.Party Backup Solution Azure Backup

Print Services Windows Print Server Azure Universal Print

Antimalware / EDR 3.Party EDR Solution Azure Defender w/Defender Extension

Identity Access Active Directory Active Directory and Azure Active Directory

Disaster Recovery 3.Party DR service or HCI based DR Azure Site Recovery

Secure Operator Access 3.Party service Azure Bastion

Secure Web Access 3.Party service Azure AD Application Proxy

Monitoring 3.Party service Azure Monitor

Load Balancing 3.Party ADC Azure Load Balancer / Application Gateway



Want the visio? https://bit.ly/wvdeco

Azure Resource Manager

Windows Virtual Desktop 
(Management/Data Plane)

Workspace

Azure Active Directory

Azure Subscriptions

End-user Gateway

WVD Client /
 HTML5

Azure AD Domain Services

Host Pool

Reverse TCP 
Connect

Azure Backup

Azure Security 
Center

Azure 
Automation

Authentication

MFA Auth

Supporting Services

Log Analytics

Security and ManagementOffice 365

Conditional 
Access

Web Access

Licensing Diagnostics

IntuneDefender ATP

Azure Bastion

Azure Policy

Azure Files Azure NetApp Files

SMB Storage Solutions

AMD GPU NVIDIA GPU

N-series Instances

Azure Resource Manager

Virtual Network

Networking Disk Storage

Azure AD Services

Application Proxy Universal Print Identity Protection

Microsoft Services

VPN Gateway

Azure Image Builder

Virtual WAN

Network Security Group

Azure MonitorManaged Disk

Azure Lighthouse

Cloud App Security

Connection Broker

Windows 10 Multiuser

Front door

Ephemeral

Private Link

Resource Group

Windows
Android
macOS

iOS
Web Client

MSIX AppAttach

Windows Virtual Desktop 

Ecosystem 

AIP

Azure Sentinel

Windows 7

Azure 
Firewall 
(Optional)

Windows Server 2012 R2, 2016, 2019

Resource Group

WebSocket

Administrator
Azure Resource 

Manager

ARM Templates

PowerShell

DiagnosticsManagement

Terraform

https://bit.ly/wvdeco


Understanding the main features

• Understanding the common Azure components

• Azure Resource Manager

• Azure IaaS and Network topology

• Azure Storage Options – Files, NetApp and Managed Disks

• Azure Backup

• Azure Firewall / NAT Gateway

• Azure VPN / Virtual WAN / ExpressRoute 

• Azure Active Directory 

• Supporting Services

• Print, Files, GPU, Identity Services, Security Services



Some limitations that you need to be aware of
Service/Resource Limitation Why is this important?

Azure NetApp Files 1,000 IP addresses in a VNET or Peered VNET’s If more then 1,000 IP addresses on a VNET the storage

service will stop responding

Azure Backup 24 Hours RPO (For non-SQL backups) Depending on RPO demands, works against Azure Files and 

Azure IaaS. 

Azure ARM API Calls 12000 reads, 1200 writes per hour per subscription Don’t put all resources within a single subscription! Azure 

Well architected framework

Azure Active Directory 

Domain Services

No support for Hybrid AD or multiple regions (yet

– in preview) lack of enterprise administrator access

Lack of enterprise admin means that you cannot configure

AD PKI services or defined Kerberos Delegation

Azure Subscriptions Soft Quotas for compute resources For a project, plan ahead and get allocated resources. Have 

encountered scenarios with lacking capacity

Azure VPN Amount of P2S connections, use of TCP based 

protocols (OpenVPN, SSTP)

Affects the performance for ShortPath, should only be used 

with ER or IPSEC based VPN

Accelerated Networking Support Only for Windows Server (Not Windows 10 

 )

For Services that require low network latency in combination 

with Proximity Groups

Azure Firewall DNS Forwarding Configure Azure Firewall to act as DNS Proxy to forward 

queries

Azure Services Might not be available in all Azure regions Not all Azure regions are equal



And some others…
Service/Resource Limitation Why is this important?

WVD Shortpath Only accessable using Public IP( NONO!) or 

via VPN/ER Connections directly

Use a UDP based VPN setup to not have TCP overhead (such as SSTP)

Azure AD Active 

Directory Domain 

Services and Seamless

SSO

Not working

(https://feedback.azure.com/forums/169401-

azure-active-

directory/suggestions/38612026-use-

seamless-sso-in-aadds-environments)

Because SSO is important

Azure Files IOPS difference between Standard and 

Premium

Standard Files = 300 MiB/sec

Premium Files = 6,204 MiB/sec egress (Also supports Multichannel!)

Azure IaaS Be aware of Network Card Troughput / 

Storage Options and troughput

Low network troughout = Slow Profile loading

Limited IOPS = Slow everything (Remember premium disk)

Server with CSV for 

cluster services

Not directly supported since SAN is not 

availble

CSV based workloads, can you Azure Shared Disks

Azure Virtual Network No support for traditional layer 2 network 

features such as GARP

Use of traditional NVA’s use GARP for High-availability and failover

Azure Files and Azure 

NetApp Files

Support for a single AD DS If having a WVD for multiple AD Forests, it will require multiple Storage 

Account or NetApp instances.

Microsoft M365 and 

Azure

Might not possibly be in the same region Latency differences between Microsoft 365 and Azure

https://feedback.azure.com/forums/169401-azure-active-directory/suggestions/38612026-use-seamless-sso-in-aadds-environments


Understanding the Azure VM components
• Which VM types to use? 

• Use Microsoft recommendations as 

base point (D2s_v3 Intel CPU) 

• I recommend using D2as_v4 where 

possible (AMD EPYC) 

• GPU based workloads
• NV6 or NVv3 – Nvidia M60 GPU

• Windows 10, 2012, 2016 & 2019 & 

Linux (Ubuntu, Redhat)

• Nvv4 – AMD Radeon MI25
• Windows 10, 2016 & 2019

• Just remember the S*

• Some VM instances type are not 

available in all regions

Turn of VM Storage Caching for any

Database related workload
* SQL Server (TempDB and Database Data 

Files)

* Active Directory (NTDS)



Assessment of current enviroment
• Check the documentation (Hah, yeah right) 

• Use Assessment tools to properly assess current enviroment

• Azure Migrate - Infrastructure enviroment & dependencies

• Lakeside - VDI enviroment

• Other third-party tools

• Understand integration points and traffic flow

• Understanding Storage I/O and performance required

• Understand today’s end-user experience as baseline

• Latency

• Logon-time

• Work force (when and where?)



Azure Migrate Architecture
• Two deployment options

• Agentless (Requires read access to vCenter) and VM in-guest credentials

• Agent-based (Required for UEFI based VM’s)

• Used for Assessment and Replication

Azure Migrate 
Appliance

Agentless 
Assessment

Log Analytics 

Agent-based Assessment

Virtual Network

Replication Appliance

Existing Datacenter Microsoft Azure

Azure Migrate

Collected Data: 
• CPU, Memory, Disk Usage & 

Performance

• VM information

• OS Version and 

• Dependency Data: 
• Collects TCP Connection Data 

• Name of Processes with active connection & 

destination port

• Installed Windows VM applications

• Installed Windows VM Features

• Installed Linux VM applications



Assessment – Azure Migrate
• Provides suggested VM size and cost for 

Migration

• Understand supported roles and protocols 

(Layer 2 network protocols not supported)

• https://docs.microsoft.com/en-

us/troubleshoot/azure/virtual-

machines/server-software-support

• Still VM’s that will show as “supported” 

blackbox services

• NVA appliances, Cisco, F5, Citrix

• Some services can be lifted to PaaS but be 

vary of support from third party vendors

Azure Migrate Assessment

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/server-software-support


Log Analytics/Azure Monitor

3 Party SIEM 

and Log 

Analytics 

Platforms

Azure Services 

Office 365 

Azure ATP

On-premises 

Devices

On-Premises 

EndPoints 

Cloud VMs

Log Analytics 

Agent

Syslogd

Logstash

Direct 

Connectivity

Azure Event 

Hub

Data Connectors

Kusto Queries

Logs / Custom Logs

Log 

Analytics 

Workspace

Alert Playbooks
Azure Security 

Graph

Threat 

Intelligence

Data

 Sources

Machine Learning

Dashboards 

Visualization

Hunting 

Queries

Jupyter 

Notebooks

Table1
Table2
Table3

Azure Workbooks

Service Health

Action Groups



Kusto is your friend
VMConnection (##Collected by Azure Migrate Agents##)

| where TimeGenerated > ago(9d)

| where Computer == “computername"

// Ignore RDP Protocol - mostly admin traffic

| where DestinationPort <> 3389

// Ignore Existing Monitoring tools 

| where ProcessName <> "HealthService"

| where ProcessName <> "k06agent"

| where ProcessName <> "kntcma"

| where RemoteIp <> "127.0.0.1"

// Ignore Link-Layer Multicast

| where DestinationIp <> "224.0.0.252"

// Ignore Symatec Update

| where DestinationPort <> 8014

// Ignore Netbios

| where DestinationPort <> "138"

| where Direction == "inbound"

| distinct ProcessName, RemoteIp, DestinationPort, Protocol

Table1
• Column1

• Column2

Table2
• Column1

• Column2

Table1
| where Column1 == 
«value1»
| count

Read-only
Query Example:



Sizing of the enviroment
• FSLogix Azure Files IOPS planning → https://github.com/RMITBLOG/FSLogix

• Azure P2S VPN (Between 128 – 10000 Active Connections)

• Azure VPN Gateway (650 Mbps – 2,5 Gbps troughput shared between S2S and P2S)

• Remember UDP based VPN if possible

• NAT & Azure Firewall with Public multiple IP addresses

• Port exhaustion

• Outlook can use up to 8 outbound ports alone

• Rule of thumb: ~6,000 users behind a single NAT (Applies only to the VDI platform)

• Exclude these public IP addresses from Conditional Access

https://github.com/RMITBLOG/FSLogix


Start with a Secure Foundation
• Subscription and 

Management Groups

• Hub and Spoke Network 

design

• Connectivity

• Security and Governance

• Monitoring

• Identity and Role based

access

• Other supporting services



Start with a Secure Foundation
• Azure Well-Architected Framework

• Use Reference archtiecture as a starting point

• Adjust to organization size and requirements

• Terraform based foundation → https://github.com/azure/caf-terraform-landingzones

• ARM based foundation → https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-

scale/implementation

• Azure Security Benchmark v2 → https://docs.microsoft.com/en-us/azure/security/benchmarks/overview

• WVD Enterprise Architecture → https://aka.ms/wvdbestpractices

• FSlogix at Enterprise scale → https://aka.ms/fslogixbestpractices

https://github.com/azure/caf-terraform-landingzones
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/implementation
https://docs.microsoft.com/en-us/azure/security/benchmarks/overview
https://aka.ms/wvdbestpractices
https://aka.ms/fslogixbestpractices


Foundation for WVD
✓ Network in place (Hybrid or Cloud Only)

✓ Active Directory with Azure AD Connect

✓ VNET DNS Configured to Active Directory Domain Controllers

✓ Create Central Components for WVD to test



Building WVD automated
• Azure Resource Manager (ARM) / Terraform / Pulumi / BICEP

• For the infrastructure WVD Workspace and host pools

• NB: Terraform currently lacks the Application Group Assignment property

• Azure Image Builder / Packer
• Build Golden Image for Host Pools

Build Main 
Foundation

Active Directory 
and Virtual 

Network 

WVD Components Golden Image
Create Host Pool 
Machine based 

upon Image

DevOps 
Pipeline

DevOps 
Pipeline



WVD Services Building using Terraform
• azurerm_virtual_desktop_workspace

• Needs to be in US because of Metadata 

• (Coming to EMEA Q1 2021)

• azurerm_virtual_desktop_host_pool
• Requires registration_info block to get token

• Define as Output

• Type = Personal or Pooled

• Validation_environment = false

• azurerm_virtual_desktop_application_group
• Require type (RemoteApp or Desktop)

• azurerm_virtual_desktop_workspace_application_group_association

• Documentation: 
https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/virtual_desktop_host_pool

https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/resources/virtual_desktop_host_pool


Golden Image Building using Packer
• Have a defined Azure Files which contains binaries for LOB
• https://docs.microsoft.com/en-us/azure/virtual-desktop/set-up-customize-master-image

• Using Provisioners during runtime

• PowerShell – Runs PowerShell scripts at build

• File – Copies files from local runtime to host

• A lot of predefined options for building the image
• https://www.packer.io/docs/builders/azure-arm

• Packer build & validate

• Should be defined as part of an Azure DevOps Pipeline
• https://alven.tech/windows-virtual-desktop-with-arm-and-azure-devops

Publisher Name Offer SKU Description

MicrosoftWindowsDesktop

windows-10 20h1-evd Win10 Ent MS 2004

windows-10 20h1-ent Win10 Ent 2004 – Gen1

windows-10 19h2-evd Win10 Ent MS 1909

windows-10 19h2-ent Win10 Ent 1909 – Gen1

windows-10 19h1-evd Win10 Ent MS 1903

office-365
20h1-evd-

o365pp

Win10 Ent MS 2004 with 

O365

office-365
19h2-evd-

o365pp

Win10 Ent MS 1909 with 

O365

office-365
1903-evd-

o365pp

Win10 Ent MS 1903 with 

O365

MicrosoftWindowsServer
WindowsServ

er

2019-

datacenter

Win Server 2019 

datacenter

https://docs.microsoft.com/en-us/azure/virtual-desktop/set-up-customize-master-image
https://www.packer.io/docs/builders/azure-arm
https://alven.tech/windows-virtual-desktop-with-arm-and-azure-devops


Remember to optimize the Image 

https://github.com/The-Virtual-Desktop-Team/Virtual-Desktop-Optimization-Tool

https://github.com/The-Virtual-Desktop-Team/Virtual-Desktop-Optimization-Tool


Before migrating workloads
• Have a working Azure Virtual network in place

• VPN integrated or ExpressRoute

• Ensure that you have proper Firewall Rules in place to 

allow communication between VNET’s and Azure 

Services

• WVD Safe URL List → https://bit.ly/2UXunKv

• Azure Firewall Rules → https://bit.ly/3pYSlTR

• Have Active Directory Domain Controllers which are

part of your existing domain structure

• Within either Availability Zone or Availability Set

• Virtual Network DNS Configured to Domain 

Controllers

• Define Move Groups (services that belong together) 

Troubleshoot Azure Firewall Rules
AzureDiagnostics | where Category == 
"AzureFirewallApplicationRule" | search 
"Deny"

https://bit.ly/2UXunKv
https://bit.ly/3pYSlTR


Migration Playbook for the infrastructure
Failover Testing

(On-premises still running)

Failover 
(Move Group X)

Infrastructure 

Testing

Application 

Testing

• Failover to isolated

network

• Verify OS Booting

properly

• Verify Disks and App 

functionality (if

possible)

• Determine steps for 

Agent installation

for Azure support

• Initiate Failover into 

the live Azure 

enviroment

• Shut down on-

premises servers

• Verify network

connectivity

• Verify dependencies

and integrations

with other

applications

• Verify Applications 

and systems

Go live!



How to Manage and Operate?
• Configure and setup Log Analytics/Azure 

Monitor
• Should be defined in the Foundation

• Collect both WVD events and VM Events

• Azure Monitor for VM’s

• Be sure to change the required retention 
https://msandbu.org/changing-log-retention-on-a-specific-table-in-log-

analytics/

• Can also configure custom export to other SIEM tool

•

Use a defined Azure Monitor workbook
https://github.com/wvdcommunity/AzureMonitor

https://msandbu.org/changing-log-retention-on-a-specific-table-in-log-analytics/
https://github.com/wvdcommunity/AzureMonitor


How to Manage and Operate?

• Define Action Groups and Service Health
• Notify using ITSM, Slack, Teams

or Email

• Should be configured for specific

regions

• Doesn’t always get updated before

Microsoft is able to get out notice

• 3.Party tools for 2.Day Operations

WVD Admin
https://blog.itprocloud.de/

Windows-Virtual-Desktop-Admin/

https://blog.itprocloud.de/Windows-Virtual-Desktop-Admin/


Some final things to consider
Other Management Capabilities
• Using Defender ATP for Endpoint multi-user is current in Preview

• Intune support for multi-session Windows 10 is also in Preview

• Pay attention to the latest updates and roadmap

• https://aka.ms/wvdwhatsnew

• https://www.microsoft.com/en-us/microsoft-

365/roadmap?filters=Windows%20Virtual%20Desktop

• If missed out on anything, everything is summarized in blogpost here →

• https://bit.ly/wvdmigrate

https://aka.ms/wvdwhatsnew
https://www.microsoft.com/en-us/microsoft-365/roadmap?filters=Windows%20Virtual%20Desktop
https://bit.ly/wvdmigrate


Thank you!

msandbu@gmail.com
Msandbu.org
@msandbu

mailto:msandbu@gmail.com

